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The content of this document is designed to facilitate the users -
managers, supervisors, and others of the Restrict Shop Access by
Country, IP, User-Agent PrestaShop Module. A step by step
instruction has been added to this document to help users to install the
module on PrestaShop.

As a safe practice always backup your files and database before
installing any module on PrestaShop. If you are looking for someone to
install the module, we can do it for you as well. Just go to the following
link and let support know the order id to expedite the installation
process.

Once you have installed please see the User Guide to help you
understand how to use the module to its full capacity. If you still have
questions feel free to contact us on the support platform where you
bought this module.

If you have any custom requirements feel free to touch base with us.
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1. Loginto PrestaShop administration panel, go to Modules — Click Add new
module

2. Select v1.0.0restrictshopaccess.zip which you have downloaded and click
Upload this Module

3. Scroll down and find Restrict Shop Access by Country, IP, User-Agent and click
Install.

4. Clear Cache in Advance Parameters — Performance
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How To CONFIGURE THE MODULE

At the back office, go to Modules > Module Manager > Restrict Shop Access by
Country, IP, User-Agent. Here you will find the module configurations.

Modules

Restrict Shop Access By Country, IP, User-Agent

Mod : ) v1.0.0 - by FMM This module allows you to restrict your online store to
i . Modules accessible by specific users only.
xQ Available quantities
v2.0.0 - by Adds a tab showing the quantity of available products for Disable
Prestashop sale to the Stats dashboard. ... Read more

0 Best categories
v2.0.0 - by Adds a list of the best categories to the Stats dashboard. ...
PrestaShop Read more

Disable v
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GENERAL SETTINGS

Admin can configure the general settings of modules from here.

Note: You need to select one option for pages to restrict and one criteria for restriction e.g
you have selected “Home” and “Men” categories in settings tab and for critera you have
selected Germany in “Block by Country” tab. This will result in users to be German users to
be restricted from visiting these two categories.

€4 SETTINGS
Enable Restrictions? YES
Restriction Type () Restrict Whole Store

@ Restrict Specific Pages
Please do select below products/categories/pages in case of Specific restriction

Restrict Category? YES
Restrict Category | yome = ¢Id:he5 =
Men Women
Accessories -
Stationery - -
Add € Remove
Restrict CMS Pages? YES
Restrict CMS Pages Delivery = T 2
Terms and conditions of use Secure payment
ADOUT Us
Add = € Remave
Restrict Products? YES
Search Product Q

Search and add product(s) to restriction fist.
. Hummingbird printed t-shirt (ref: demo_1)

Seleced product(s) will be restricred

Message for Restricred Area | <> A B I U F* »m & E~ =~ =~ - B O Paragraph ~ env

Restricted Page.
Restriction Redirect URL | https.//www google.com/
Leave it empty if you want to redirect user to customer request poge access or write complete Redirect URL like https//www.google.com
Restriction Starts | 2023-05-30 00:00:00 =1

Restriction Ends | 2023-06-30 00:00:00 o)

=

Save
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o Enable Restrictions: Option to enable / disable the restrictions.

e Restriction Type: Option to choose the restrictions for whole store or for a specific
pages.

o Restriction Category: Option to restrict the access to the selected categories.

o Restrict CMS Pages: Option to restrict access to the selected CMS pages for
blocked IP’s or user agents.

o Restrict Product: Option to restrict the blocked Ip’s or user agents to access
the selected products.

o Message for Restricted Area: Option to display a customized message to the
blocked users by using WYSIWYG editor.

« Restriction Redirect URL: Option to redirect the restricted users to some URL or
to the customer request page access.

o Schedule Restriction: Restriction can be scheduled for a specific date to start and
end.
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Admin can restrict users by their IP addresses or Countries as well.

8 SETTINGS
IP*s to Block

Please use comma to separate multiple (P's.

-

Countries to Block | Afghanistan
Aland Islands
Alpania

Algeria -

Please select any country you want to block.

MaxMind Account ID

Please see below Note to learn more about it.

MaxMind License Key

Please see below Note to learn more about it.

Mote: In case of cou ntry base restriction is selected above, YOu must create an accountin MaxMind and Eenerate a License Key.

=)

Save

e |P's to Block: Option to restrict multiple IP's separated by comma.

o Countries to Block: Option to restrict users from the selected countries.

e MaxMind Account ID: Option to block users from the selected countries.
o MaxMind License Key: Option to block users from the selected countries.

Note: In case of Country Base Restriction, MaxMind account should be created.
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Admin can restrict the store by various user agents.

BLOCK BY USER AGENT 2

IDva User Agent Name * = User Agent Version = & Active

- v Q, Search
1 Firefox all v @ Delete
2 Safari all v M@ Delete

Bulk actions «

Option to add multiple user agents to restrict. You can selected a UA and then enter its

specific version for restriction. For more then one versions you can easily add one more
rule here.

€4 ADD USER AGENT

User Agent Name Internet Explorer e OR Enter a specific name

Please leave it empiy if you dont want to add specific name

User Agent Version All Versions v OR Enter a specific version

Please leave it empty if you dont want to add specific version.

Status YES NO

X =

Cancel Save
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Admin can restrict the store or specific pages by Email.

BLOCK BY EMAIL | 3

IDva Restricted Email * & Active
= | | - “ Q, Search
1 demoone@gmail.com v # Edit
2 demotwo@gmail com v & Edit ¥
O 3 demothree@gmail com v # Edit

Bulk actions a

Admin can add emails from CSV file to restrict or by specifying the email address.

5 RESTRICTED EMAIL ADDRESS

Choose CSVFile [ B Add file

Select the CSV file to add Restricted Email

9 You can download a sample CSV file for reference:

Download Sample CSV File

Restricted Email

This email address will be restricted.

T |
X =

Cancel Save
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Admin can manage the customer requests sent by the restricted users and can allow or

disallow them from accessing the requested pages. Approval can be given by clicking on
llxll.

CUSTOMER REQUESTS

1D Page ID Page Type Page Name Request By User Email Requested At Approved

1 2 cms Legal Notice Isaac tabishsel123@gmail.com 05/25/2023 v Q View

1

-
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It is highly recommended to backup your server files and database
before installing this module.

No responsibility will be taken for any adverse effects occurring
during installation.

It is recommended you install on a test server initially to carry
out your own testing.

If you need more information or have any questions or problems,
please refer to our support helpdesk:

You can log a ticket and a support technician can assist you
further.

If you have requirements that are not covered by our module and
you need to have our module customized, feel free to contact us

through support helpdesk.
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